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APT : Advanced Persistant Threat

A term coined by Colonel Greg Rattray (US Air Force) in 2006
and popularized the NIST in 2011

The Advanced Persistent Threat :

1 pursues its objectives repeatedly over an extended period of
time ;

2 adapts to defenders’ efforts to resist it ; and

3 is determined to maintain the level of interaction needed to
execute its objectives.
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Before 2011, the real knowledge of APTs remains confidential

When the term APT started to be used, the general public has
heard about

Moonlight Maze (1996) :
targeting US military and

government networks pointing to

Russian Internet Service Providers

in 1996

Titan Rain (2003) series of

attacks in the US since 2003

originated from China

StuxNext (2010) uncovered in

2010 and thought to have been in

development since at least 2005,

widely understood to be a

cyberweapon against Iran

Operation Aurora (2010)
series of cyber attacks originated

from China targeting over 20 US

companies
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More than 10 years later, if you want to study APT?

Few datasets [1]

I won’t talk about KDD99

Unified Host and Network Dataset [2]

DAPT 2020 [3]

PWNJUTSU 2022 [4]

Some un-structured reports

AptNotes https://github.com/aptnotes/
Operation Aurora, Malware Targeting Organizations in Ukraine

Videos, tweet and other media

TV5 Monde

Few (No ?) details on the targeted architecture, the defense
system, the precise attack scenario
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https://csr.lanl.gov/data/2017/
https://www.kaggle.com/datasets/sowmyamyneni/dapt2020
https://github.com/aptnotes/
https://app.box.com/s/ni4xs2iuol4vskbc25vrxjih2w1ep7p6
https://app.box.com/s/leuoeise3zmmleyz3tiov7izt4s6xllf
https://www.sstic.org/2017/presentation/2017_cloture/


First Step : Global overview
Lifecycle of an Advanced Persistant Threat
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APT Lifecycle : Cyber Kill Chain Lockheed Martin in 2011

Linear model focusing on the initial compromise

Cannot describe long-term attacks

Reconnaissance Weaponization Delivery Exploitation Installation C2 Actions on Objectives
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ATP-Life-cycle : Kill chains models

Pols in 2017 Unified Kill Chain

introduces the notion of repetitiveness of technical actions

introduces the notion of phases of APT

does not consider the potential regression of the attacker.
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Tactics of the Attack matrix

MITRE ATT&CK in 2013 a knowledge base of TTPs.
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https://attack.mitre.org/


Tactics of the Attack matrix

MITRE ATT&CK is not a model per se but it deepens the notion
of phase of an attack without highlighting their ordering
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Modeling the Operational Phases of APT Campaigns [5]
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Instantiation by the incident of TV5 Monde
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Suppose that the community agrees on a generic model to represent an APT

but we still lack data..

varied, representative, up-to-date and above all accurate data
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PWNJUTSU project

Project funded and supported by IRSN BCyP

22 professional attackers attacks on a dedicated architecture

New available dataset !

Publication
Aimad Berady, Mathieu Jaume, Valérie Viet Triem Tong et Gilles Guette :
PWNJUTSU: A Dataset and a Semantics-Driven Approach to Retrace
Attack Campaigns.
IEEE Transactions on Network and Service Management (TNSM),
Special Issue on Recent Advances in Network Security Management, 2022.
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PWNJUTSU Project overview

3 machines (Windows and Linux) : M1 → M2 → M3

mandatory checkpoints with flags to recover

Several attack paths

Vulnerabilities easy to exploit, so that the experimentation is
focused on propagation in the network.
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PWNJUTSU Project – Overview

Dedicated Instances for each participant.

Probes on operating systems and verbose logs

Continuous capture of network flows

Supervision by a SIEM.

Figure – PWNJUTSU infrastructure
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PWNJUTSU Project – Participants

22 experts from the TOP100 of YesWeHack experts

9 nationalities

Progressive and attractive financial rewards

Typical participant profile :

25-35 years old (63%) ;
Bachelor’s/Master’s level degree (91%) ;
Certified in ”ethical hacking”. (64%) ;
Self-trained offensive security expert(100%).
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PWNJUTSU dataset

https://pwnjutsu.irisa.fr

a raw dataset

16 million system events

172 GB of network traffic

a search engine
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https://pwnjutsu.irisa.fr


Here we have data

but how to present them ?

we need a way to detail the whole scenario
and each particular attack progression

Supsec Winter Workshop A semantic for APT description Valérie Viet Triem Tong - INRIA/CentraleSupelec 17/37



Attacker’s report

Extract from P12 report

1 scan nmap (1000 ports) through the VPN.

2 Discovery of several services.

3 Recover banners and discover the continuum

application.

4 Launched a bruteforce on the SSH port (without

success and not very functional).

5 Search for public vulnerabilities on

continuum.

6 Usage of Metasploit module to successfully

exploit the continuum vulnerability.

7 I obtained a shell and fast environment of the

machine.

Informel report where some element are missing, attacker’s perspective only
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P12 progression

This progression has been manually inferred and represented.
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An attacker centric model to retrace attack campaign

An attacker state

µ an attack position
(machine, user)

S the recovered secrets

E a partial view of the
targeted system

A targeted system is a set of
machines. A machine m

Sm : services

Pm : some files

Am : accounts

Nm : a neighboring
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Progression of an attacker

A complete attack campaign is a sequence of attacker states
representing the evolution of his control of the target.

The attacker moves from one state to another by applying an
attack technique.

(µi ,Si , Ei)
t(params)
↪−−−−−→ (µi+1,Si+1, Ei+1)

The attack techniques are those defined by the MITRE attack

These techniques are still defined in nature language and do not
have a precise semantic.
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MITRE ATT&CK – T1210
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A semantic for the technique Exploitation of Remote Services

Technic T1210 : Exploitation of Remote Services
Tactic Lateral movement
Description Gain access to a machine by remotely exploiting a vulnerability

using x exploit on an exposed network service s.
Parameters m, u, m′, s, x
Préconditions (m, u) ∈ µ,

m′ ∈ ⌊Nm⌋E ,
s ∈ ⌊Sm′⌋E et
x ∈ Exploits(s)

Transition (µ,S, E) ↪−→ (µ′,S, E)
where µ′ = µ ∪ {(m′, u′)}
with (u′, s, k, ℓ) ∈ Am′

Variants Authenticated vulnerabilities use the additional parameters u′′ and
k′′ such as (u′′, s, k′′, ℓ′′) ∈ ⌊Am′⌋E
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A semantic for the technique Network Service Scanning T1046

Technique T1046 : Network Service Scanning
Tactique Discovery
Description Discover all network services of a remote machine m′ by browsing

the namespace of network ports ∆ ⊆ {0, · · · , 65535}.
Paramètres m, u, m′, ∆
Préconditions (m, u) ∈ µ,

m′ ∈ ⌊Nm⌋E
Transition (µ,S, E) ↪−→ (µ,S, E ′) with

E ′ = E [m′ ← (⌊Sm′⌋E ∪ {s(port : i) | i ∈ ∆}, ⌊Pm′⌋E , ⌊Am′⌋E , ⌊Nm′⌋E)]
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Attack technics semantics

In [4] we detail the specification of 13 techniques, which satisfy 5
tactics :

Lateral Movement : horizontal movement in the network
(same user, different machine) ;

Credential Access : collection of credentials ;

Privilege Escalation : vertical movement in the network
(different user, same machine) ;

Discovery : discovery of the technical environment ;

Persistence : implementation of a permanent remote access
mechanism.
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P12 progression (reminder)

Extract from P12 report

1 scan nmap (1000 ports) through

the VPN.

2 Discovery of several services.

3 Recover banners and discover the

continuum application.

4 Launched a bruteforce on the SSH

port (without success and not

very functional).

5 Search for public vulnerabilities

on continuum.

6 Usage of Metasploit module to

successfully exploit the

continuum vulnerability.

7 I obtained a shell and fast

environment of the machine.
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Evolution of Player 12’s knowledge

Etape 0 P12 has an initial access on n12-gateway. {(n12− gateway, anonymous)}, ∅, ∅)
1-
22ptblack
Etape 1

P12 scanned network’s services (T1046) from n12-gateway to n12-vm1. ↓ t1046

Paramètresm = n12− gateway, u = anonymous

m′ = n12− vm1, ∆ = {top1000portsnmap}

Transition E1 = E0

m′ ←
⌊Sm′⌋E0 ∪


s(port : 8080),
s(port : 22),
s(port : 80),
s(port : 6697),
s(port : 3500)

 , ⌊Pm′⌋E0 , ⌊Am′⌋E0 , ⌊Nm′⌋E0


 ({(n12− gateway, anonymous) }, ∅, n12− vm1←




s(port : 8080),
s(port : 22),
s(port : 80),
s(port : 6697),
s(port : 3500)

 ,−,−,−)

)

Trace
(net)

21887 2021-05-09 20:07:49,695678 172.16.128.112 10.12.1.1

TCP 60 42548 → 445 [SYN] Seq=0 Win=1024 Len=0 MSS=1357

1-
22ptblack
Etape 2

P12 exploits a remote service (T1210) Apache Continuum (port 8080) from
n12-gateway to n12-vm1.

↓ t1210

Paramètresm = n12− gateway, u = anonymous

m′ = n12− vm1

s = continuum(port : 8080)
x = EDB-ID : 39945

Transition µ1 = µ0 ∪ {(n12− vm1, root)} ({(n12− gateway, anonymous), (n12− vm1, root)}, ∅, n12− vm1←




s(port : 8080),
s(port : 22),
s(port : 80),
s(port : 6697),
s(port : 3500)

,−,−,−




Trace
(net)

170511 2021-05-09 20:28:15,698503 172.16.128.112 10.12.1.1

HTTP 1411 POST /continuum/saveInstallation.action HTTP/1.1

1-
22ptblack
Etape 3

P12 a récupéré un premier fichier flag secret (T1083) sur n12− vm1. ↓ t1083

Paramètresm = n12− vm1, u = root

p =/opt/apache continuum/apache-continuum-1.4.2/flag.txt

Transition S1 = S0 ∪ {TvYSrSr6FwmMeXRVcUz6lkFQPZLBL2oj}
E2 = E1[m← (⌊Sm⌋E1 , ⌊Pm⌋E1 ⊕ {(p, {root})}, ⌊Am⌋E1 , ⌊Nm⌋E1)]

({(n12− gateway, anonymous) }, TvYSrSr6FwmMeXRVcUz6lkFQPZLBL2oj, n12− vm1←




s(port : 8080),
s(port : 22),
s(port : 80),
s(port : 6697),
s(port : 3500)

 , { (/opt/.../flag.txt, {root})},−,−))

Trace
(sys)

May 9 20:28:54 n12-vm1 snoopy[1566]:

[uid:0 sid:1309 tty:(none) cwd:/opt/apache continuum/apache-continuum-1.4.2/ filename:/bin/cat]: cat flag.txt
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The complete attack campaign of Player 12

18 steps

6 attack techniques used

6 attack positions
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First immediate benefit

You can visualize the attack from the attack techniques point
of view
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First immediate benefits

You can visualize the propagation area
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Perspectives

Attack scenario

An attack position is a pair (machine, user)

A successful attack procedure execution

increase the attacker knowledge
or allows to move from an attack position to another
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Take away

PWNJUTSU : a new dataset of traces of professional
attackers

a semantic of attack techniques that allows to precisely
describe the attacker behavior

the central concept of attack position
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What is still missing ?

In this work

the dataset misses from noise and normal activity

the logs were manually interpreted

More globally

We need

more precisely described datasets with different infrastructures
and different attacks

high level and low level representation of attacks

a way to infer these representation automatically
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Perspectives

Submitted for publication. PhD thesis research project of
Pierre-Victor Besson

Generation of training systems
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Perspectives

submitted for publication, to be improved during the PhD thesis
research project of Manuel Poisson in collaboration with Amossys.

Evaluation of the propagation area using Living-off-the-land
techniques
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