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APT : Advanced Persistant Threat

A term coined by Colonel Greg Rattray (US Air Force) in 2006
and popularized the NIST in 2011

The Advanced Persistent Threat :

@ pursues its objectives repeatedly over an extended period of
time;
@ adapts to defenders’ efforts to resist it; and

© is determined to maintain the level of interaction needed to
execute its objectives.
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Before 2011, the real knowledge of APTs remains confidential

When the term APT started to be used, the general public has
heard about

e Moonlight Maze (1996) :

targeting US military and

government networks pointing to

@ Operation Aurora (2010)

series of cyber attacks originated

from China targeting over 20 US

Russian Internet Service Providers companies
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More than 10 years later, if you want to study APT ?

Few datasets [1]
@ | won't talk about KDD99
@ Unified Host and Network Dataset [2]
o DAPT 2020 [3]
o PWNJUTSU 2022 [4]

Some un-structured reports

AptNotes https://github.com /aptnotes/
Operation Aurora, Malware Targeting Organizations in Ukraine

Videos, tweet and other media
e TV5 Monde )

Few (No?) details on the targeted architecture, the defense
system, the precise attack scenario
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https://csr.lanl.gov/data/2017/
https://www.kaggle.com/datasets/sowmyamyneni/dapt2020
https://github.com/aptnotes/
https://app.box.com/s/ni4xs2iuol4vskbc25vrxjih2w1ep7p6
https://app.box.com/s/leuoeise3zmmleyz3tiov7izt4s6xllf
https://www.sstic.org/2017/presentation/2017_cloture/

First Step : Global overview
Lifecycle of an Advanced Persistant Threat
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APT Lifecycle : Cyber Kill Chain Lockheed Martin in 2011

@ Linear model focusing on the initial compromise

@ Cannot describe long-term attacks

Reconnaissance }—V

Weaponization }—»

Delivery }—»

Exploitation }—»

Installation }—> Actions on Objectives
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ATP-Life-cycle : Kill chains models

Pols in 2017 Unified Kill Chain
@ introduces the notion of repetitiveness of technical actions
@ introduces the notion of phases of APT
@ does not consider the potential regression of the attacker.

i
%
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Tactics of the Attack matrix

MITRE ATT&CK in 2013 a knowledge base of TTPs.

MITRE | ATT&CK
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https://attack.mitre.org/

Tactics of the Attack matrix

MITRE ATT&CK is not a model per se but it deepens the notion
of phase of an attack without highlighting their ordering

MITRE | ATT&CK

Supsec Winter Workshop A semantic for APT description Valérie Viet Triem Tong - INRIA/CentraleSupelec 8/37



[5%

Modeling the Operational Phases of APT Campaigns [5]

Initial
access

Itarget found
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Modeling the Operational Phases of APT Campaigns [5]

Initial
access

control

Irarget under

Effects on
objective

Capability
check

Exploitation
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Modeling the Operational Phases of APT Campaigns [5]

Initial
Withdraw access

Decision xploration
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control
objective
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Capability
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Instantiation by the incident of TV5 Monde
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Interest
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Suppose that the community agrees on a generic model to represent an APT

but we still lack data..

varied, representative, up-to-date and above all accurate data
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E;(;VNJUTSU project
PINNLUTSU

@ Project funded and supported by IRSN BCyP
@ 22 professional attackers attacks on a dedicated architecture

@ New available dataset !

Publication

Aimad Berady, Mathieu Jaume, Valérie Viet Triem Tong et Gilles Guette :

PWNJUTSU: A Dataset and a Semantics-Driven Approach to Retrace
Attack Campaigns.

IEEE Transactions on Network and Service Management (TNSM),

Special Issue on Recent Advances in Network Security Management, 2022.
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PWNJUTSU Project overview

@ 3 machines (Windows and Linux) : My — M, — M3
@ mandatory checkpoints with flags to recover
@ Several attack paths

@ Vulnerabilities easy to exploit, so that the experimentation is
focused on propagation in the network.
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PWNJUTSU Project — Overview

@ Dedicated Instances for each participant.
@ Probes on operating systems and verbose logs
o Continuous capture of network flows

@ Supervision by a SIEM.

e
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Figure — PWNJUTSU infrastructure
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PWNJUTSU Project — Participants

22 experts from the TOP100 of YesWeHack experts
9 nationalities

Progressive and attractive financial rewards

Typical participant profile :
o 25-35 years old (63%);
o Bachelor's/Master's level degree (91%);
o Certified in "ethical hacking”. (64%) ;
o Self-trained offensive security expert(100%).
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PWNJUTSU dataset

https://pwnjutsu.irisa.fr

a raw dataset
@ 16 million system events
@ 172 GB of network traffic

@ a search engine
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https://pwnjutsu.irisa.fr

Here we have data

but how to present them ?

we need a way to detail the whole scenario
and each particular attack progression
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Attacker's report

Extract from P12 report

@ scan nmap (1000 ports) through the VPN.
@ Discovery of several services.

© Recover banners and discover the continuum
application.

@ Launched a bruteforce on the SSH port (without
success and not very functional).

@ Search for public vulnerabilities on
continuum.

@ Usage of Metasploit module to successfully
exploit the continuum vulnerability.

@ I obtained a shell and fast environment of the
machine.

v,

Informel report where some element are missing, attacker’'s perspective only
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P12 progression

This progression has been manually inferred and represented.

Supsec Winter Workshop A semantic for APT description Valérie Viet Triem Tong - INRIA/CentraleSupelec 19/37



An attacker centric model to retrace attack campaign

Attacker's TTPs

- Hacnne
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Progression of an attacker

A complete attack campaign is a sequence of attacker states
representing the evolution of his control of the target.

The attacker moves from one state to another by applying an

attack technique.

t(params)

(:u/a SH 5) > (U/Jrla 8/+1: 5:+1)

The attack techniques are those defined by the MITRE attack

These techniques are still defined in nature language and do not
have a precise semantic.
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MITRE ATT&CK - T1210

MITRE | ATT&CK

Exploitation of Remote Services

Adversaries may exploit remote services to gain unauthorized access to internal systems once inside of a network. Exploitation
of a software vulnerability occurs when an adversary takes advantage of a programming error in a program, service, or within
the operating system software or kernel itself to execut A

for p P
exploitation of remote services is for lateral movement to enable access to a remote system.

An adversary may need to determine if the remote system is in a vulnerable state, which may be done through Network Service
Discovery or other Discovery methods looking for common, vulnerable software that may be deployed in the network, the lack
of certain patches that may indicate vulnerabilities, or security software that may be used to detect or contain remote
exploitation. Servers are likely a high value target for lateral movement exploitation, but endpoint systems may also be at risk if
they provide an advantage or access to additional resources.

There are several wellknown vulnerabiliies that exist in common services such as SMB (" and ROP [ as well as applications
that may be used within internal networks such as MySQL %/ and web server services.

Depending on [

1of may achieve Exploitation for Privilege

Escalation as a result of lateral movement exploitation as well

Procedure Examples

1D: T1210
Sub-techniques: No subrtechniques

Tactic: Lateral Movement

) Platforms: Linux, Windows, macOS

System Requirements: Unpatched software or
otherwise vulnerable target. Depending on the target
and goal, the system and exploitable service may
need to be remotely accessible from the interal
network.

) Permissions Required: User

Contributors: ExtraHop
Version: 1.1

Created: 18 April 2018

Last Modified: 24 February 2022

Version Permalink

[ Name Description

G0007 ~ APT28 APT28 exploited a Windows SMB Remote Code Execution Vulnerability to conduct lateral movement.SI617]
0606 Bad Rabbit Bad Rabbit used the EtemnalRomance SMB exploit to spread through victim networks.

0608 Conficker

Conficker exploited the MS08-067 Windows vulnerability for remote code execution through a crafted RPC request !
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A semantic for the technique Exploitation of Remote Services

TECHNIC T1210 : Exploitation of Remote Services

TAcCTIC Lateral movement

DESCRIPTION Gain access to a machine by remotely exploiting a vulnerability
using x exploit on an exposed network service s.

PARAMETERS m, u, m, s, x

PRECONDITIONS || (m,u) € p,
m’ € |Nm|g,
S €[Sy e et

x € Exploits(s)

TRANSITION

(1, S,8) = (W, S, €)
where ¢/ = pU {(m’,u’)}
with (u’,s, k, £) € Ay

VARIANTS

Authenticated vulnerabilities use the additional parameters u’”’ and
k" such as (u”,s, k", ¢") € |Ap | &
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A semantic for the technique Network Service Scanning T1046

TECHNIQUE T10a6 : Network Service Scanning
TACTIQUE Discovery
DESCRIPTION Discover all network services of a remote machine m’ by browsing
the namespace of network ports A C {0, --- ,65535}.
PARAMETRES m, u, m’, A
PRECONDITIONS || (m,u) € u,
m’ € |Nme
TRANSITION (1, S, E) = (1, S, E’) with
& =E[m' < ([Swle U{s(port: i) | i€ A}, [Pa]e, [Am e, [Nuyle)]
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Attack technics semantics

In [4] we detail the specification of 13 techniques, which satisfy 5
tactics :

o Lateral Movement : horizontal movement in the network
(same user, different machine);

Credential Access : collection of credentials;

Privilege Escalation : vertical movement in the network
(different user, same machine) ;

Discovery : discovery of the technical environment;

Persistence : implementation of a permanent remote access
mechanism.
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P12 progression (reminder)

Extract from P12 report

@ scan nmap (1000 ports) through
the VPN.

@ Discovery of several services.
© Recover banners and discover the
continuum application.

@ Launched a bruteforce on the SSH
port (without success and not
very functional).

@ Search for public vulnerabilities
on continuum.

@ Usage of Metasploit module to
successfully exploit the
continuum vulnerability.

@ I obtained a shell and fast
environment of the machine.

Supsec Winter Workshop A semantic for APT description

Valérie Viet Triem Tong - INRIA/CentraleSupelec

26/37



Evolution of Player 12's knowledge
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The complete attack campaign of Player 12

@ 18 steps

@ 6 attack techniques used

@ 6 attack positions

—_— e ]

TR AT
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First immediate benefit

You can visualize the attack from the attack techniques point
of view

D 14

? po—

step

step 0

L ¢ =) |

,—I T1046 |»snep1—>| T1210 |-s|ep2—>| T1083 |-s|ep>—>| T1003.008 |-s|ep¢—>| T1136 |-s|=ps—>| T1018 |
step 7

T

s(eplw 15 ? step 12
step 17
tep
T1110.001 T1021.004 p 1
tep
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First immediate benefits

You can visualize the propagation area

step3
stepd
sops step 11 step 14

step 1 stop 6 step9 Sleg 5 step 15 step 18
step? step 16

n12-
gateway
anonymou:

n12vmi
step 2 step 8

step 10 step 13 @ step 17 @
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Perspectives

Attack scenario
@ An attack position is a pair (machine, user)

@ A successful attack procedure execution

e increase the attacker knowledge
o or allows to move from an attack position to another

step3
step4
aops stop 11 step 14

step 1 step 6, step 9 Step 12 step 15 step 18
step7 step 16,

nt2-
gateway step 2 step 8 mzvmt ) —step 10 step 13 Step 17
enonymou -
.
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ce Q’-)“

Take away

o PWNJUTSU : a new dataset of traces of professional
attackers

@ a semantic of attack techniques that allows to precisely
describe the attacker behavior

@ the central concept of attack position
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What is still missing ?

In this work
@ the dataset misses from noise and normal activity

@ the logs were manually interpreted

More globally
We need

@ more precisely described datasets with different infrastructures
and different attacks

@ high level and low level representation of attacks

@ a way to infer these representation automatically
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Perspectives

Submitted for publication. PhD thesis research project of
Pierre-Victor Besson

Generation of training systems

ngy AttackerInfrastructure, SuperUser

t): T1005
ata from Local System

t): T1548
buse Elevation Control Mechanism

05 Credantiel Dumpg Unsecutid Eragentiels
5 = ger_secret IRewards:['skunk_secret']

t,: T1021
Remeke Services

Requires:['skunk_secret]

Re es
Requires:[raccoon_secret'| Requires{'badger.secret]

t5: T100S t19: T100S t13: T1005
Data from Local System Data from Local System ata from Local System

Tio7s
Vel atso
Requires skunk_su-secret

t15: T1053
chediiied Task/job

t;: T1068 t11: T1548
Exploitation for Privilege Escalation buse Elevation Control Mechanism

5: T1552
Unsecured Credentials
Rewards:['skunk_su_secret']
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Perspectives

submitted for publication, to be improved during the PhD thesis
research project of Manuel Poisson in collaboration with Amossys.

Evaluation of the propagation area using Living-off-the-land
techniques

ety onn

o

e

o

Valérie Viet Trigé Tong - INRIA/CentraleSupelec
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